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ABSTRACT he Internet to share resources,

Cloud computing is data storage and computing environment Ilz'at uses ! ¢ allowing indivi ol dsers
Cloud computing allows users to "pay as they go," lowering their costs an

; ] ity is a 1
access data in the cloud while focusing on the growth of their enter:m'tses. Dat,fll'sle’;teforwyrequir’enltlfzi'rzl
today's environment since users exchange private corporate information. 'Ent;r‘p ~astructure. The I‘ecen-
party services to manage and deliver software applications to extend their [ / mCloud services. The ne t
usage of the cloud computing paradigm leads to new challenges towards securing o/

S ] i ity services into corporate
concept T Vi - e integration of securily / !
cept of Security as a Service (SECaas) enables th g e (. 2aS) architecture in the

infrastructure. leading to cost-effective business. The Securily as a

7 . . ) g . ; e numerous aspe
cloud is required due to the complexity of business applications. This paper clzscussesotfv ‘ pects
of the SECaaS Model in cloud computing and the advantages in terms of corporate gr' z
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INTRODUCTION . FI—
Cloud computing refers to applications and services providing reliability, low cost, high availability and
flexibility for the end-user. Cloud computing, which runs on various distributed networks, has changed t_he
way businesses store information. The cloud environment is provided with (Infr'astructurfz as a Service
(1aaS), software as a Service (SaaS), Platform as a Service (PaaS) in a new computing paradigm. The thf_ee
basic model works only for storage. In contrast, if the data is sensitive, there is an emergence of the security
as a Service model for security and data protection. Security as a Service is a way to outsource security-
related services via the cloud over traditional methods. Security as a Service (SECagS)opens up new
opportunities to obtain innovative technically and economically flexible security solutions t.o fulfil the
increasing demands. According to the recent working pattern in the changing world, corporate information

and resources have to be protected. Many industries use the software as a service (Saas) tool and need to
maintain permission and access for the devices. The security services often include authentication, anti-
Outsourced security has paved the way

virus, anti-malware, intrusion detection, security event management.
in booming the IT industry. Security as a Service provides users with internet security services from various

malicious threats and attacks as users are more vulnerable to attacks due to accessing the Internet access
points. However, several issues are faced while developing Security as a Service (SECaaS) for cloud
infrastructures. Due to this, users are vulnerable to attacks. Hence, there is a need for the cloud service
provider to offer Security as a Service (SECaaS) to such users. Security as a Service (SECaaS) is being
provided in several forms: subscription, Payment for utilized services, Freeware, and free of charge

services. Below are the various forms of services

Usage-based -The provider tracks how often the services they provide and charges accordingly. For
example, if a user uses a service for two hours, the costs will be applied for the same.

Per usage - The provider examines the number of authorized users from the company to use the

services “Pay for each user”. The provider keeps track of the number of employees in an organization
P . . . . M o

availing the service, and accordingly, the organization is charged; this enables reduction cost of the

business.

. Tiered — The provider provides several packages according to the user requirements. The more
features or capabilities included, the higher the price. Huge companies opt for tiered packages as they
have a complex business structure, such type of development is difficult for the providers since each
user have a different requirement. Businesses have to pay heavy capital on the counterpart's security as
a Service (SECaaS) models.

e  Flat — A single version of the product is available and provided at the same price to the customers
Small scale business avails this service, but the same set of functionalities is not needed by the ~industry
as the structure of the business and security requirement related to various threats differ

s ; )

e Per features — The user pays for cach service the organization offers. The more features uscr need, the
= . N s iy <l C

more user has to pay. The provider focuses on specific features as required by the user. The pro\;idel'
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has to pay more Allention g v

artous vulnerabilitics and safcty rcgulations.

“The provider provides frec of cost services with limited functionalitics. This

assive chance of intrysi i i on paid services.
SECURITY AS A SERVICE usion dctection as providers focus on p

1c widespread popularity

Ilcurily as a Sclrvilcc (‘S“I%Ccflr ;IOUd computing has given rise to cloud security pla o
o B i ('a )- Data protection is an cssential aspect of SECaaS. Data protf':ctxon. imncludc
3:,; e Scfiinmnagcmcnt of services. The security as a Service (SECaaS) model is deln{el’ed 1n
gervice (SECaaS) brovigc(: (t)hl oc‘ilgh Standardized and comprehensive security functionality. Security as'ta
PR rare Rervins gt N-demand sccurity services to shared and multi-tenant resources. The security
of sof S Plays an important role in the cloud as various methods and tools for modelling
sccurity ::om_:‘crns are needed. Security as 3 Service (SECaaS) gives solutions to users to access S
allows sccurity Provisions to manage threats so that IT teams can focus on other vital factors of the
orga{llgal{OIIS- Security as a Service (SECaaS) free up resources, gives total visibility to users with fast
provisioning and greater agility in working because of ease managf’ﬁment Users'qata,are seesie

Ing are 1mportant aspects of Security as a Service.

Device security — i i ici i igni
14 curity — The client's security policies and configuration devices are a significant concern for
users as sensitive

1 : . mforlr_lation must be protected. Tools that aggregate log and event information are to use
to analyze real-time devices that help to detect possible anomalies
Device Monitoring-

Frcc‘ of charge Service
service model has g 4y

tforms and providers with
ludes

The follow

(3]

o & Security devices monitor and anticipate potential problems of users. Deyice
monitoring enables the collection and analyzing information to detect suspicious behaviour or unauthorized

system changes on your network, defining which types of behaviour should trigger alerts and appropriate
action to be performed.

(V%)

Network security-Network security protects your network and data breaches and other threats. In Security
as a Service, network security deals with confidentiality, integrity and authentication. Tools and services
that help you manage network access and distribute, protect, and monitor network services

4. Software security- Business-critical applications and data migration are trusted third-party cloud services
provhlder.s (CSP), which require standardized authentication policies across all Software as a Service (SaaS)
applications that enable policies such as single sign-on (SSO) and multi-factor authentication (MFA).

.U\

Safety Regulations-Security as a service focuses on safety regulations to manage backups and resume
operations with little impact on.the customer. Workplace ensures that local regulations for safety and
security of an application. Tools that help you ensure that your IT and operations are back in no time when
disaster strikes.

6. Disaster recovery —In case of unexpected Tools that help you ensure that your IT and operations are back
in no time when disaster strikes. Tools that aggregate log and event information are analyzed in real-time
to detect anomalies and intrusion

ADVANTAGES OF SECURITY AS A SERVICE

Security as a Service (SECaaS) can be described as cloud providing model for outsourcing cybersecurity
services. Security as a Service (SECaaS) is highly recommended in cooperate infrastructure as a path for
ease in security teams handling the responsibilities and business development.

s Expertise - The maintenance of security requires a high level of skills that businesses prefer to hire, and
the market faces a shortage of cyber security specialists. A security skills gap can leave businesses with
vulnerable attacks. With cloud service providers, companies are no longer have to worry about expert staff

to provide network security.

s Low Cost - Cost is considered an important factor sincg on-premise maintenance requires enormous
capital. The advanced IT security services can ﬁllﬁl the bL‘xsmess demands as no capital expenses on setting
up hardware, software, and license than traditional security frameworks.l Thls enables cost ownership for
sccurity platforms as the cloud supports Pay-As-You-Go Model or subscription.

- Security management simply becomes another service as businesses pay providers for bills.
g services becomes casier in SECaaS as vendors update the scttings based on the
: S has enabled businesses to work evenly while working from home

*  Scalability
Including and removin cs be
requirement. This advantage of SEECaa
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ave a complex management system. The
amage sustaincd to a network is more
agement of services. Security as 3
nagement dashboards and

*  Easy Management - Traditional sccurity frameworks gencrally hd
response time is high on cloud-bascd services as it cnsures that .
diminutive. The businesses focus on the development rather than ma

i o} . . . : 1 visibility through ma
Service (SECaa$S) free up resources, gives total visibility by a tcam of outsourced sccurity

develops confidence that 1T security is being managed competently
specialists.
CHALLENGES FACED IN SECURITY AS A SERVICE {_ it becomes cven more critical to secure

As morc organizations continuc to adapt and move to the public c.lou 3 providers continues to enhance
those environments, applications and secrvices. Seccurity as a Service (SECaaS) p

their offerings to add specific security services to their POfth]ios' quy orgamzat.lonSAleSe mtgt cloud
computing without sufficient knowledge and resources for furnishing their gwn securl?}’- Sbl.ecur:l}}; E;S‘a
Service (SECaaS) matures, it becomes an even more viable option for securing enterprise p;l lf and hybrid
cloud deployments. Sccurity poses a significant challenge to the widespread adoption of clou ;:'om_putmg_
Security as a Service (SECaaS) has various issues that make it diffident for many software applications to

maintain reputation and superiority among cloud services.
Below are the few challenges faced in Security as a Service (SECaaS).

e TIncreased Vulnerability-In Security as a Service faces security vulnerability to withstanq t.h? effects of
the hostile environment. Moving of businesses information to the cloud'holds_ the respon§1b111ty foF data
security. Establishing a security architecture that forms trust boundaries with the businesses without

vulnerability can be challenging unless support is provided from both ends.

e  Vendor Lock-in-Vendor Lock-ins are restrictions that prevent users from switching from_qne service
provider to another. In an IT environment, users can shift providers freely. Due to competition among
vendors and various regulatory restrictions, businesses face the difficulty of switching, which impacts the
loss of flexibility and loss of access to data.

e Data Leakage-Various Data Loss Prevention (DLP) tools that protect, monitor and verify the security
measures are taken still services providers come across data leakage. Data leakage affects the effectiveness,
reliability of the service providers, and performance. Within the cloud, Data Loss Prevention (DLP)
services are provided as part of the build, such that all servers built for that client get the data loss

prevention software installed with an agreed set of rules deployed.

RESEARCH CONTEXT
This research paper is theoretical in nature. The data has been collected through various sources of Secondary

data. Secondary data has been collected through journals, research papers, books and websites. Secondary data
collected from other researchers have served as a good source for collecting the required data to analyse the
objectives.

LIMITATION OF STUDY

The research study is limited to understanding and the requirement of Security as a Service (SECaaS) to be
introduced in the cloud computing model and to acknowledge the benefits and challenges faced while adopting
SECaaS. N

CONCLUSION
In this paper, we proposed Security as a service in the cloud. We thoroughly studied various research papers and
other articles related to cloud computing and various sccurity areas where the vulnerability of services is
required. We have identified that multiple security services are provided. We discussed different catecories of
security services in the cloud, and we identified the major security issues in cloud computing and the r;"lson for
the same. We have also identified the advantages of Sccurity as a service and challenses faced in cloud
computing. We also described the term cloud and its services. Our ongoing work is to '1gn'1[ s‘e the security
issues in Security as a service (SECaaS) and to analyse the various sccurity as el
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